                                                                         Secure E-Banking


Abstract
Objective

This Project is aimed at build a Secure E-Banking application.
 Functionality

E-Banking is vulnerable to numerous attacks as it deals with online digital cash transactions. It is hence important to use publicly acclaimed cryptographic algorithms that have been under scrutiny and cryptanalysis for numerous years. We choose a symmetric key cryptosystem such as Blowfish for our implementation. Though encrypted, the transactions between the two banks are still vulnerable to block replay attacks by a man in the middle. To thwart this attack we use a suitable chaining mode such as Cipher Block Chain with checksum (CBCC).  A separate Initialization Vector (IV) is generated for chaining each transaction, using a fast Pseudo Random Number Generator (PRNG) with a large period. We use one such PRNG known as Mersenne Twister (MT19937).

The following steps are used to thwart the block replay attack.

Bank A and Bank B shares a common seed value (a secret).

1. Bank A use PRNG MT19937 and generates the first IV. 

2. This IV is used for chaining and the IV is transmitted along with the cipher text to Bank B. 

3. Once the chained cipher text reaches Bank B, they (Bank B) decrypts the chained ciphertext and use the IV to produce the actual plain text. 

The public keys of Bank A and Bank B are authenticated by a Certifying Authority (CA).  The application is implemented by writing a client and server program using Berkley Sockets. This application assumes the existence of a CA and doesn’t implement any Public Key cryptosystem.

Software and Hardware Requirements

Two or more interconnected Unix systems that support Berkley Socket Family and Inet socket family. Furthermore, a gcc complier is required to compile the client and server program.

Scope

The application developed can be used for Secure E-Bank transactions. This application doesn’t foresee sudden advancements in the cryptanalysis of the encryption algorithm used. The encryption used also does not secure the application from corrupt employees, rubber horse cryptanalysis or improper key management.
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