                                                                         Secure E-Banking


User Manual

This manual will guide the users on starting up this project. It is suggested that the user use gcc version 3.2 2002.*. Earlier versions of gcc had a complier bug, which gives logical errors for this application
1. The application should contain two folders namely  “Client “ and “Server”.

· Client folder should contain the files

· encblowfish.c

· fileoper1.c

· mt5.c

· client.c

Server folder should contain the files

· decblowfish.c

· server.c

· fileoper1.c

2. Open the client folder and server folder in different shells.

Go to client folder and compile the two files using-

· cc –o encblowfish encblowfish.c

· cc -o  client client.c

Go to server folder and complie the two files using

· cc –o decblowfish decblowfish.c

· cc –o server server.c

3. At the Server side, run the concurrent server by typing

· ./server

     At the Client, side run-

· ./encblowfish

The plain text file is generated in the same folder under the name ‘trans1.txt’ and the encrypted file is generated in the file ‘etrans1.txt’. Both are binary files.

Next run at the client side,

· ./client

Enter the peer as localhost or 127.*.*.*

The file name to be transmitted is etrans1.txt
· Stop the client after transmitting the file

4. At the server side

· Stop the server

· run ./decblowfish

Will display the decrypted text on the display device.

5. Simulating the man in the middle attack

· Open the encrypted file at the server side etrans1.txt , modify the content.

· Run ./decblowfish again at the server side. We immediately see that the server checksum and the client checksum mismatch and an alert is generated.
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