                                                                         Secure E-Banking


Software Requirement Specifications

The Software Requirement Specification (SRS) for the project titled Secure E-banking is organized as follows.
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3.1. Introduction

3.1.1. Purpose
The functionality of this SRS is to identify the components required for Secure E-banking. The developed application is intended for banks to securely send and receive money transactions over an insecure communication channel.

3.1.2. Scope
 The application developed can be used for Secure E-Bank transactions. This application doesn’t foresee sudden advancements in the cryptanalysis of the encryption algorithm used. The encryption used also does not secure the application from corrupt employees, rubber horse cryptanalysis or improper key management.

3.1.3. Definitions, acronyms and abbreviations

Definitions

Rubber Horse Cryptanalysis: The method of exhorting the decryption key by bribe, blackmail or other unethical and illegal ways.

Initialization Vector (IV): A randomly generated string used in chaining the cipher text.

Pseudo Random Number Generator (PRNG): Algorithmically determined sequence of pseudo random numbers with a fixed period.
3.1.4. References
· Alfred J. Menezes, Paul C.van Oorschot and Scott A.Vanstone, Handbook of Applied Cryptography, CRC press

· Bruce Schneier, Applied Cryptography, Wiley Publications, Second edition, 2001

· Richard Stevens, Introduction to Unix Programming, PHI Publications

3.1.5. Overview

The subsequent discussions of this document looks into the functionality, characteristics and constrains of the application developed. A complete logical diagram of components and their interfaces are illustrated.

3.2. Overall description
3.2.1. Product perspective
The components and their relationship with other components is presented in the block diagram below.
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User Interface

The components are abstracted to the highest possible with the user. The senders view is limited to entering the encryption key. The receivers view involves entering the decryption key. The above process is made easy by providing the user a friendly interface.

Hardware Interface

Any port, other than well-known ports (0 to 1024) are suitably chosen for communication.

Software Interface 

Component 1- Encryption using symmetric key cryptosystem, namely Blowfish.
Component 2- Pseudo Random Number Generator, namely Mersenne Twister.

Component 3- Chaining using Cipher Block Chain.

Component 4- Socket program, using Berkley Sockets.

Component 5- Decryption using symmetric key cryptosystem, namely Blowfish.

Component 6- Removing the chain to obtain the actual plaintext
Communication Interface


The communication between the interfaces are as shown in the above diagram.

Memory constrains

The PRNG, namely Mersenne Twister uses 640 words (640*2 bytes) of memory.

3.2.2. Product Function
  The product functionality is as described in software interface and communication interface.

3.2.3. User characteristics
The intended users are bank employees with a minimal operational and technical knowledge, which may be acquired by proper training.
3.2.4. Constrains     

Regulatory policies

Blowfish and Mersenne Twister are totally free, open source and do not require any licensing or royalty fee.

Higher order language requirements

The algorithms are implemented under the GNU gcc compiler.

Safety and security considerations

The system is considered safe and secure as long as there are no sudden advancements in the cryptanalysis of the encryption algorithm used. The encryption used does not secure the application from rubber horse cryptanalysis or improper key management

3.2.5. Assumptions and dependencies

It is assumed that there is a trusted key distribution centre through which a one time asymmetric key pair is distributed. The entire system developed is dependent on this one time key distribution. In classical cryptography, it is impossible to communicate securely without a shared key.

3.3. Specific Requirements
The requirements are to design and implement components- 1 to 5 mentioned in sub-section 2.1. Product Perspectives under sub heading ‘Software Interface’ and ‘Communication Interface’ respectively. All the input and outputs from each component are as described in sub-section 2.1. Product Perspectives under sub heading ‘Components’.

Availability
When the system crashes, the sender retransmits the dropped, unacknowledged packet. The next IV is synchronized by going forward n generations from the last successfully transmitted IV.

Security

The security of the entire transaction depends on the security of the encryption algorithm used and the random property of the IV generated.

Portability

The application developed is portable on most linux distributions.

Additional comments

The routines of the encryption algorithm follow a modular approach but not an object oriented approach.
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