                                                                         Secure E-Banking


Literature Survey

We now compare the speed of MT with other generators as in table

ID
COMBO
KISS
Ran_array
rand
Taus88
TT800
MT19937

CPU time(sec)
11.14
9.24
23.23
9.64
7.95
9.97
10.18

Working Area(words)
4
5
1000
1
3
25
624

period
~261
~2127
~2129
~231
~288
2800-1
219937-1

Table. CPU time for 107 generations and working area.
MT19937 and ran_array consume more memory but is not a problem in simulations where many generators run in parallel. TT800 is designed as a real number version and has defect at the least significant bits. The generator rand is the generator for standard c library. The generator ran_array is Luscher’s discarding method for lagged fibinocci generator, 90% of the generated sequence is discarded and is much slower than other counterparts.

Limits and hints of use of MT

This generator do not create cryptographically secure random numbers as it is .For Cryptographic purpose one must convert the output by a secure hashing algorithm. Otherwise, by a simple linear transformation MT19937 becomes a linear recurring sequence.


This generator is used for generating [0,1]-uniform real random numbers with special attention paid to the least significant bit. When a 64-bit integer is required, then we can simply concatenate two words.

. 
Blowfish

· On a 32-bit microprocessor at a rate of 26 clock cycles per byte.

· Use less than 5K of memory.

· Variably secure, with key length upto 448 bit.

· Comparable in terms of security and encryption speed with other symmetric algorithms in public literature and candidate for AES.
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